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Polymorphic Protection of 3D-Models

Figure 1: Polymorphism for 3D object protection. The shape of the protected object is controlled by the user.

Abstract1

This paper introduces Polymorphic Encryption as a new way to en-2

crypt 3D-models. Specifically, Polymorphic Encryption encrypts a3

3D-model given in a specified format into another chosen 3D-model4

of identical format. Since the format is not disrupted, this makes it5

possible to integrate encryption into existing 3D-rendering systems6

that were not designed to support encryption. Furthermore, as the7

3D-model representing the encrypted result can be freely chosen,8

this allows for application use cases that were previously not read-9

ily supported. Various approaches to Polymorphic Encryption are10

presented in the paper. Benchmarks on rendering impacts together11

with security analysis are also provided.12

CR Categories: I.3.5 [Computer Graphics]: Computational Ge-13

ometry and Object Modeling—Curve, surface, solid, and object14

representations15

Keywords: 3D models, protection, security16

1 Introduction17

Progress in 3D-computational graphics and 3D-modeling around18

these last years have helped democratizing the use of 3D-objects19

and expanding their fields of application. The movie industry uses20

them as characters and objects for animated and real-life motion21

pictures whereas the medical industry uses detailed models of or-22

gans for simulations and research. Moreover, progress in virtual re-23

ality and augmented reality bring new real life applications through24

immersive experiences for video games, architecture building or25

museum virtual visits, online dressing to try clothes, etc. 3D-26

modeling applications also include 3D-printing technologies which27

transform virtual artwork into a real object. The demand for high28

resolution visualization has grown quickly as much as the value of29

these assets.30

3D-object security is a legitimate concern and challenges regard-31

ing the protection of the intellectual property appears as the usages32

keep evolving. There is a strong need to maintain the confiden-33

tiality of 3D-objects against unauthorized uses. They may lead to34

uncomfortable situations such as the leak of unfinished assets or in-35

formation about production content, counterfeit models, consumer36

products distribution using 3D printers or other intellectual property37

violations. Currently, research about 3D-object protection is mainly38

focused on 3D watermarking to trace the source of a leak. How-39

ever, watermarking does not prevent unauthorized access to 3D-40

models. A common strategy to ensure the confidentiality of such41

information is encryption. A large set of encryption schemes exist42

among which some have been widely adopted all over the world43

like Advanced Encryption Standard [NIST 2001]. However, a sim-44

ple encryption of a 3D-object binary file does not preserve back-45

ward compatibility and legacy rendering engines will therefore fail46

to parse the file which could lead to a critical crash or corrupt the47

whole 3D-scene. In order to satisfy production workflow needs, en-48

crypted objects should be as usable as unencrypted 3D-object. In49

a video game production, for example, where a team of level de-50

signers, artists and programmers cooperate under the supervision51

of a producer, the design studio may not be willing to give access52

to the full scene to a particular team. However, this team may need53

to have access to visual clues in order to insert graphical elements54

without colliding with existing ones that would be invisible because55

of the protection framework. A solution consists in preserving the56

structure of the 3D-file while the structural elements are encrypted.57

In cryptography, the terminology Format-Preserving Encryption58

(FPE) refers to ciphers that have the property of producing an59

output (the ciphertext) in the same format as the input (the plain-60

text) [Black and Rogaway 2002; Bellare et al. 2009]. The exact61

meaning of ‘format’ depends on the targeted application use case.62

One could for instance want to guarantee that:63

• encrypting a 16-digits credit card number remains a 16-digit64

number after encryption;65

• the encryption of a text made of English words results in an-66

other collection of English words;67

• an address composed of a number, a street, a postcode and a68

town is preserved by the encryption process.69

The idea is to extend this principle of FPE to 3D-objects. Thus,70

the aim is to transform a 3D-object into another 3D-object. Specif-71

ically, a protected 3D-object must remain a 3D-object, with correct72

3D-properties (i.e. non-disturbing appearance).73

FPE techniques have already been considered by introducing the74

concept of Geometry-Preserving Encryption (GPE) [Éluard et al.75

2013; Jolfaei et al. 2015]. In those works, the solutions produce 3D-76

objects that yield big visual perturbations compared to the original77

object or to a ‘classical’ 3D-object (Figure 2).78

Initial solutions simply relied on point or coordinate permutations.79

The advantage is that the coordinates of the points are not changed80

by an arithmetic operation which ensures that the deprotected object81

will be identical to the original object, and the protected object will82

not require more storage space than the initial object. On the other83
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Figure 2: Geometry-Preserving Encryption (GPE).

hand, this simplicity does not allow to have a very robust solution84

against attacks (cryptographic or 3D).85

More sophisticated solutions have subsequently been pro-86

posed [Éluard et al. 2014; Jolfaei et al. 2015] that use arithmetic87

operations. The visual impact of these protections is still very high88

and it is not always possible to guarantee the previous two proper-89

ties, i.e. strict recovery of the deprotected model and the occupied90

space preservation. However, one of the proposed solutions is com-91

pletely different from others [Éluard et al. 2014]. In the case of92

Fragment Scaling, the protected object keeps a good topol-93

ogy, which allows controlling the visual impact. However, it is pos-94

sible to recognize the original object.95

In this paper, we will define a new FPE technique in which we96

are able to choose the aspect of the protected 3D-object. Figure 397

exemplifies what we call Polymorphic Encryption (PE).98

Figure 3: Polymorphic Encryption (PE).

The idea behind polymorphism is to constrain the result of the pro-99

tection so that the protected object looks like an object we chose.100

The principle is to protect a 3D-object (called Asset) by imperson-101

ating another 3D-object (called Proxy) defined by the owner of the102

Asset. The resulting 3D-object looking like the Proxy, is a Pro-103

tected Asset (Figure 3). More formally, we define PE with a func-104

tion θ (Figure 4). This function takes an Asset and a Proxy as pa-105

rameters and produces a Protected Asset which is visually identical106

to the Proxy. The inverse function takes a Protected Asset and re-107

trieves the corresponding Asset.108

Figure 4: Transformation schema with θ function.

The purpose of this article is to demonstrate that this approach is109

possible. We first propose two approaches to implement this Poly-110

morphic Encryption (Section 2). We then present an example θ111

function and discuss security (Section 3). We also show the visual112

impact and the impact on the rendering process using multiple mea-113

sures (Section 4). We summarize the advantages and disadvantages114

of Polymorphic Encryption and give suggestions for improvement115

(Section 5).116

2 3D Polymorphic Encryption117

2.1 Surface-Based Approach (PE-S)118

The shape of an object is given by the set of surfaces (S ) that com-119

poses it. The Surface-Based Approach uses this property to produce120

a Protected Asset that takes the form of Proxy (Figure 3).121

2.1.1 Protection122

The underlying principle is to take every point of the Asset and123

project them on Proxy surfaces. While effective, this approach is124

complex because we have to determine a point that exactly belongs125

to a surface or to choose a point on a given surface and determine126

the projection function. To simplify the approach, we assume that127

the Proxy is closed and transform the set of surfaces (S ) into a set128

of polyhedra (V ) (Figure 5). Now, we only have to project a point129

into a chosen volume. Classically, the Proxy can be represented130

as a set of voxels (V ). This transformation into voxels may differ131

from the classic one ([Kaufman et al. 1993; Nooruddin and Turk132

2003]). For example, multiple surfaces can be found in the same133

voxel. To limit the number of voxels, it is also possible to consider134

‘polyhedron voxels’ rather than cubic voxels.135

Figure 5: Illustration of the voxelization process of the Proxy.

This transformation is configurable in order to control the ‘defor-136

mation’ that will be applied to the Proxy (Figure 5). The voxel size137

is indeed tied to the deformation. Bigger voxels approximate less138

accurately the surface of the Proxy than smaller voxels. There is139

more space available from the surface and thus more possible dis-140

persion of the projected points.141

The projection function (θ) is relatively simple, it takes a point and142

builds a new point in a constrained space. For the constrained space,143

the function chooses a voxel (we have to provide the description of144

the Proxy V or having the chosen voxel (vi) as parameter). The145

inverse function (θ−1) uses only a point of the Protected Asset to146

reconstruct the corresponding point of the Asset. Several functions147

can be used and one is described in Section 3.148

The result of the projection is a point cloud characterized in that149

each point belongs to a voxel of the Proxy. As indicated in Sec-150

tion 1, the result must be a 3D-model, it is necessary to add surfaces151

on this point cloud. To do this, we use a surface reconstruction al-152

gorithm that takes our point cloud as input and computes a set of153

corresponding surfaces. The simplest technique is the convex hull.154

It allows very simply to get an envelope that cover all the points155

(Figure 6).156

Depending on the chosen Proxy and the chosen surface reconstruc-157

tion technique, the result can be more or less similar to the Proxy.158

There are more elaborate surface reconstruction techniques that159
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Figure 6: Convex hull reconstruction on point cloud.

give better results (Figure 7). Unfortunately, the result strongly de-160

pends on the shape of the point cloud (and on the parameters used).161

Thus, all the techniques do not give the same results for the same162

set of points, so we have to choose the most adapted method for the163

considered point cloud.164

Figure 7: Classical reconstruction techniques (Ball pivoting / Marching
cube / Poisson) on the same point cloud of a Protected Asset.

2.1.2 Deprotection165

The deprotection process is relatively simple. First, we take the166

points of the Protected Asset and we apply the inverse of the trans-167

formation function to obtain the vertices of the Asset. Then we168

apply a surface reconstruction to retrieve the Asset.169

Due to the surface reconstruction, it is possible that the deprotected170

object is not exactly the original object. If the application use case171

does not support this type of effect, we have to keep the original sur-172

faces by recording the original connectivity with the corresponding173

projected points. In this case, there will be no surface error upon de-174

protection. However, it must be ensured that these surfaces remain175

inside the Protected Asset to avoid creating artefacts. With the use176

of surface reconstruction, we must ensure that the Proxy is convex177

or we must use a convex hull. Upon deprotection, it will remove178

surfaces added by the protection and keep those corresponding to179

the Asset.180

This technique produces results regardless of the Asset and the181

Proxy but the results depends on the sizes of the two objects. On182

one side, we have an Asset composed with p points; on the other183

side, we have a Proxy described with v volumes. This relationship184

between p and v influences the result of protection. The ideal case185

is when p and v are similar; aberrations occur when p and v are very186

different. If p � v, a lot of vertices is projected into one voxel. In187

this case, we will have a very dense point cloud and local perturba-188

tions. In Figure 8, the Proxy is decomposed into 2146 voxels and189

we try to project Asset into it. The first version of the Asset has190

75,121 vertices and the second version has 1,786,37 vertices. We191

see the difference of the aspect of the Protected Asset due to the192

difference of the number of vertices. Conversely, If v � p, we try193

to project few vertices in a large number of voxels. In this case,194

when we apply surface reconstruction techniques, we obtain object195

not close to the Proxy due to a lack of resolution.196

Figure 8: Poisson reconstructions (75,121 vertices and 1,786,737 ver-
tices)

2.2 Volume-Based Approach (PE-V)197

The Surface-Based Approach provides Protected Assets close to198

the surface of the Proxy with more perturbed surfaces. Indeed, the199

transformation of surfaces into voxels implies that many points of200

the Protected Asset lie outside of the chosen Proxy. It provides a201

degraded version of the 3D-object which can visually impact the202

scene. Based on this observation, another polymorphic strategy203

consists in placing the elements of the Asset inside the volume of204

the chosen Proxy.205

2.2.1 Protection206

First, we need to define the authorized volume for the transforma-207

tion. Therefore, we define a set of disjoint parallelepipeds (V ) that208

are contained by the Proxy (Figure 9).209

Figure 9: Set of inscribed parallelepipeds

We assume that a generic function V is able to compute the volume210

of the 3D-shapes passed as a parameter. The volume of the set of211

parallelepipeds is thus upper bounded by the volume of the Proxy.212

V (V ) =

m∑
i=1

V (vi)

The cover ratio (t) is defined as the ratio between these two vol-213

umes. This threshold is used to enforce a minimum volume avail-214

able to store the points of the Asset. The closest the two volumes215

are, the better distributed will be the protected vertices within the216

Proxy.217

V (V )

V (Proxy)
≥ t

Then, as for PE-S, the transformation θ projects each point of the218

Asset into the set of volumes vi. The result of the protection is219

a point cloud with the property that each point belongs to the in-220

scribed volume of the Proxy (V ) (Figure 10).221
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Figure 10: Asset’s points projection in Proxy’s decomposition

Finally, we add points and surfaces from the Proxy to the gener-222

ated cloud of points to create our Protected Asset (Figure 11). The223

original surfaces could be conserved because they will lie inside the224

Proxy envelope.225

Figure 11: Volume-Based Approach result

2.2.2 Deprotection226

Like for PE-S, we take the points of the Protected Asset and apply227

the inverse of the transformation function (θ−1) to find the points228

of the original Asset. If the original surfaces have been kept dur-229

ing the protection process, applying the θ−1 function and striping230

the Proxy from the Protected Asset allows recovering the original231

Asset. On the other hand, if the original surfaces have not been232

recorded during the protection process, another step will be neces-233

sary after the inverse transformation function and the removal of234

the Proxy. Indeed, with these two steps, we only obtain the original235

points and we need to apply a surface reconstruction algorithm to236

recover a model which looks like the Asset.237

2.2.3 Inscribed volumes238

Defining a set of inscribed volumes in our Proxy is a simple concept239

but not an easy task. We decided to consider two methods to find240

inscribed volumes: by voxelization or by inflating spheres.241

The first method is simpler. Voxels are generated on our Proxy and242

we only keep the voxels inscribed in our 3D-object. Then, in order243

to optimize the protection process, adjacent voxels may be merged244

together in order to obtain a smaller set of parallepipeds (Figure 12).245

For the second method, we need a grid of volumes, for instance vox-246

els of same size to seed spheres inside our 3D-object. The sphere247

packing problem has been well studied ([Hales 1992]) and tries to248

Figure 12: Set of volume defined by voxelization

spread an optimal number of identical spheres in the volume corre-249

sponding to an 3D-object. In our case, we need to cover a maximum250

volume with a minimal set of different spheres (with different ra-251

dius). Once a sphere is seeded inside a voxel or a cell of our grid,252

we start to inflate this sphere until it meets any surface of the Proxy.253

When the sphere meets a surface or another sphere, we try to shift254

the center of the sphere in the opposite direction of the hit in order255

to allow further growth. We stop once there is no more solution to256

take more space inside the Proxy and start to inflate another sphere.257

We keep inflating spheres until the volume of the set of spheres258

reach our threshold (results will look like Figure 13).259

Figure 13: Set of volume defined by inflating spheres

Like for PE-S, this technique produces results regardless of the As-260

set and the Proxy but now the result depends on the relationship261

between the Proxy’s inside volumes and the size of the Asset. If we262

try to project a lot of vertices in a small space with few volumes,263

we will have a very dense point cloud which could be easy to de-264

tect. Moreover, the Proxy selection is important for simplification265

and optimization of the protection application. The more convex266

the Proxy is the smaller the set of inscribed volumes will be.267

3 Projection Function and Security Consid-268

erations269

A first strategy to attack this protection is to attempt reversing the270

applied projection. The security level of our protection regarding271

this strategy is directly the security level of the projection function.272

In order to protect this solution against this kind of attacks and en-273

sure a good security level, we can use a secret key to randomize the274

behavior of the projection function (Figure 14).275
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Figure 14: Transformation function with secret key

For illustration, we propose a definition for θ that is usable regard-276

less of the approach (PE-S or PE-V). To simplify the definition of277

θ, we apply it on each point of the Asset. As a result, the first pa-278

rameter of θ is now a point and not an Asset. First, we transform the279

set of volumes into spheres contained in these volumes (Figure 13).280

Thus, for each volume vi, we have a center oi and a radius ri. We281

group these tuples in a set C =
⋃

i(oi, ri). The idea is to define282

a function θ for projecting each point of the Asset in these various283

spheres (Algorithm 1).284

For each point p, we pseudo-randomly choose a sphere i within285

which it will be projected (with the key K). Then, we pseudo-286

randomly determine a distance d between the center of the sphere287

and the projected point (smaller or equal to the radius). We place288

the new point p′ on the segment connecting p and the center of the289

sphere oi using the distance generated d. Finally, we compute the290

ratio α between the two collinear vectors. The result is a tuple with291

the point p′ and the ratio α.292

Algorithm 1 Protection

1: procedure θ(p,C ,K)
2: i← key-based random (0, size(C )− 1,K)
3: d← random (0, ri)

4: p′ ← p′ ∈ [p, oi] ∧ ||
−−→
oi, p

′|| = d

5: α← −−→oi, p = α
−−→
oi, p

′

6: return(p′, α)

To easily incorporate this information in the Proxy to obtain the293

Protected Asset, the points p′ are added to the list of vertices and294

we set α as new length of the normal at the point p′. For the sphere295

centers oi, we add them as new points in the list of vertices.296

Remark: it is possible the unlink p′ and the corresponding α by re-297

ordering the list of α with a key-based sort algorithm before mod-298

ifying the normals. To unprotect, we first re-sort the list of α with299

the same key K.300

To unprotect the object, we just have to retrieve for each point p′301

the corresponding sphere oi and compute p with the set of normals302

(N =
⋃

i ni).303

Algorithm 2 Unprotection

1: procedure θ−1(p′, C , N , K)
2: i← key-based-random (0, size(C )− 1,K)

3: p.x← (ni.length×
−−→
oi, p

′).x+ oi.x

4: p.y ← (ni.length×
−−→
oi, p

′).y + oi.y

5: p.z ← (ni.length×
−−→
oi, p

′).z + oi.z
6: ni.length← 1
7: return(p)

In this case, the overhead is one point per volume used to model the304

Proxy. If normals for points are not present in the Asset, we can305

use w1 for example in order to store α. In this case, the overhead is306

one point per volume used to model the Proxy and one coordinate307

per point. If the Proxy is kept during the protection process, its308

definition should be added to the overhead estimation.309

Inspired from previous paper ([Éluard et al. 2013]), similar at-310

tacks have been experimented. The goal of all of these attacks311

is to retrieve or identify the Asset with using only the Protected312

Asset and functions based on the geometry of this Protected As-313

set. Results were good on many GPE protections such as Point-314

Shuffling, CoordinateShuffling and also Dithering315

depending of the distortion parameters. The results are more mit-316

igated on these polymorphic protections, the only available infor-317

mation corresponding to the geometry of the Proxy and not of the318

Asset.319

Statistical analysis have also been proposed [Jolfaei et al. 2015]320

to evaluate the strength of 3D protections. We used the Similarity321

Analysis approach to realize our attacks on GPE and PE by ana-322

lyzing the coordinates frequency and distribution over a database323

of plaintext models and protected models. On PE, we only were324

able to recognize the Proxy used. An incomplete analysis has been325

made for the other 3 strategies. However, from our empirical ob-326

servations, the Plaintext Sensitivity Analysis is not relevant because327

similar outputs can be obtained with the same Proxy and key but328

with two different Assets having similar number of vertices. For329

the Spatial Randomness, it depends of θ used but with our exam-330

ple explained before in the same section, our points are randomly331

distributed in defined volumes.332

In cryptography there are establyshed benchmark that allow to ef-333

fectively test and validate the security level of newly proposed se-334

curity primitives. In 3D, this kind of benchmark does not exist. The335

different attacks that have been implemented for the previous pro-336

tections algorithms gives no result on this polymorphic protection.337

Consequently, this lack of formal framework prevents us to con-338

clude on the security level of our polymorphic protections. We can339

however be legitimately confident since the Protected Asset only340

gives information regarding the Proxy and not the Asset.341

4 Rendering complexity benchmarking342

3D-protection like GPE or PE significantly alter the nature of 3D-343

objects. Related works on GPE introduced studies on performance344

degradation and highlighted the consequences on the rasterisation345

process [Foley et al. 1993; Dachsbacher et al. 2009], rendering time346

and frame rate. For instance, Geometry-Preserving Encryption pro-347

tections impact rasterisation with more overdraw of facet due to z-348

buffer overwrite and much larger facets to draw.349

Two metrics have been introduced in precedent works on GPE al-350

gorithms to measure the impact of introducing 3D-object protection351

[Éluard et al. 2013; Éluard et al. 2014].352

• Average surface per facet: the idea is to record the surface353

of each facet and compute the average. Larger facets implies354

more time needed to draw them. Increasing the facets surface355

average thus increase the rendering time.356

• Average surface intersections: the idea is to trace rays in the357

bounding box, count each intersection with a face per ray and358

compute the average. The average number of intersections359

per ray represents the z-buffer refresh ratio. More overdraws360

1w is 4th coordinate of a point, usualy used in Game Engine. w is a
normalization of z (depth) and defined by w = 1/z.
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Figure 15: GPE evaluation by average surface intersections

Figure 16: GPE evaluation by average surface per facet

implies more time to render the 3D-object. Increasing the in-361

tersections per ray increase the rendering time.362

Adopting these two metrics, we benchmarked our two PE ap-363

proaches over a collection of more than 2,000 3D-objects of various364

shapes and complexity (100 to 1,000,000 vertices). PE approaches365

will be compared to two GPE protections: PointShuffling366

and CoordinateShuffling techniques.367

The ray-tracing complexity (Figure 15) of the GPE Protected As-368

sets is much bigger than for the Asset results. With these tech-369

niques, facets tend to overlap each others and the number of faces370

hits per ray grow quickly with the number of facets. With shuffling371

techniques, on a set of points for example, there are few possibili-372

ties to obtain Protected Asset without additionnal intersections than373

the original one.374

For the surfaces complexity (Figure 16), the GPE result evolve fol-375

lowing the Asset results due to the preservation of the space occu-376

pied by the Asset.377

4.1 Surface-Based Approach Evaluation378

The PE-S produces 3D-object with a number of vertices close to379

the Asset when the faces are obtained with a surface reconstruction380

algorithm. Normally, we should obtain ray-tracing results close to381

Figure 17: PE-S evaluation by average surface intersections

Figure 18: PE-S evaluation by average surface per facet

the Proxy due to the distribution of the Asset’s vertices close to382

the Proxy’s facets. The facets surfaces of the Protected Asset will383

decrease with the increase of the number of vertices in the Asset384

because the Protected Asset will have more points in a same space385

for the same Proxy.386

The ray-tracing complexity (Figure 17) of the PE-S results are of387

the same order of magnitude than the results for the Asset. There is388

a lower growth of the number of faces hits per ray than GPE tech-389

niques. The ray-tracing complexity is constrained by the shapes390

chosen to describe the Proxy. The vertices of the protected As-391

set are close to the Proxy’s skin and, after surface reconstruction,392

the results could be better than the Asset itself but should be lower393

bounded by the Proxy. However, results may vary depending on the394

surface reconstruction technique. For example, the reconstruction395

was not smooth or perfectly complete without a sufficient amount396

of points and some points were ignored with very dense clouds.397

These two facts explain the strange behavior (lower results than the398

Proxy) at the beginning and the end of the curve.399

For the surfaces complexity (Figure 18), the PE-S results in a log-400

arithmic way with the increase of the number of Asset’s vertices.401

Indeed, vertices from the protected Asset are randomly distributed402

over the surface of the Proxy. The more vertices there are in the403

Asset, the more vertices will be in the same space in the protected404

Asset which explains the decrease of the average surface ratio.405
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Figure 19: PE-V evaluation by average surface intersections

Figure 20: PE-V evaluation by average surface per facet

To conclude, Assets protected with PE-S are better than GPE re-406

sults in terms of complexity with those two metrics and the evolu-407

tion of the complexity is guided by the choice of the Proxy.408

4.2 Volume-Based Approach Evaluation409

PE-V produces Protected Assets with the vertices from the Asset410

moved inside the chosen Proxy (which is also kept in the Protected411

Asset). Intuitively, we should obtain ray-tracing and facets surfaces412

results which is similar to the ones obtained with GPE protections413

since the original facets are kept inside the Proxy hull.414

The ray-tracing complexity (Figure 19) of the PE-V results are very415

much aligned with the results for GPE protection and much bigger416

than the Asset complexity. However, thanks to the fact that all the417

facets are inside the Proxy, the resulting protected Asset will nor-418

mally affect less the rasterisation process than GPE results. The419

rasterisation will find the Proxy’s facets (with the Proxy’s descrip-420

tion defined in first or last position) and the z-buffer will not be421

overwritten.422

For the surfaces complexity (Figure 20), the PE-V results are heav-423

ily constrained by the Proxy and, in comparison to GPE results,424

they remain stable over the increase of the number of vertices.425

To conclude, Assets protected with PE-S have a complexity closed426

to GPE protection and worse than the PE-S results in terms of427

complexity. However, they will have more natural shapes with the428

preservation of the Proxy which will also decrease the impact on429

rasterisation. To avoid the degradation of those two metrics, the430

original surfaces could be striped and a surface reconstruction tech-431

nique could be applied to the resulting cloud of points before the432

integration of the Proxy. This way, the metrics results can be better433

but it could aslo create artefacts. Moreover, the connectivity will be434

lost and the 3D-object recovered, after surface reconstruction, will435

be a degraded version of the Asset.436

5 Conclusion and futur work437

Research on the protection of 3D-object is relatively new and few438

solutions are available by legacy renderers. It is always possible439

to protect a 3D-object with a conventional encryption algorithm440

but the result is not usable. Innovative solutions have been pro-441

posed by defining GPE solutions ([Éluard et al. 2013; Éluard et al.442

2014; Jolfaei et al. 2015]). These solutions are used to keep pro-443

tected 3D-object in 3D scenes but the visual impact and the impact444

on rendering performances is important. A solution was proposed445

(Fragment Scaling) which maintains a correct topology but446

also a similar appearance to the original 3D-object([Éluard et al.447

2014]).448

Our approach is similar to Fragment Scaling in that sense that449

it keeps a good topology that allows good results in term of render-450

ing. It changes the appearance of the 3D-object to anonymize and451

disguise it so that it looks like another. The difficulty of this ap-452

proach lies in the definition of the projection function θ. There is453

not universal θ function that would have all the good properties to454

solve this problem. Each context, each Asset, each Proxy, each en-455

vironment comes with specific constraints that must be taken into456

account in the definition of θ. Typically, with the proposed θ func-457

tion, we are subject to calculation errors during protection and un-458

protection. Even if the errors are small, it means that the recon-459

structed Asset is not exactly the original Asset. This is a real prob-460

lem in precision engineering but may not be an issue in games for461

example. Likewise, depending on the shape of the Proxy, we may462

be unable to keep the surfaces of the Asset. In this case, we are463

subject to errors related to the reconstruction technique used.464

In this paper, we focused on the graphical result of a Protected As-465

set more than on an analysis to quantify the difference between the466

original Asset and the recovered one. We ensured that the differ-467

ences were in the last decimal in the points coordinates, but we468

have not developed a methodology to quantify formally this differ-469

ence. An analysis of the original/recovered Asset distortion could470

be made using the same approach as Key Sensitivity Analysis [Jol-471

faei et al. 2015] by using the pairwise Euclidean distance between472

the corresponding points of the original and the deprotected As-473

set. Once θ uses arithmetic operations, the result is subject to cal-474

culation errors and a function to quantify the differences will be475

mandatory in order to compare two different θ functions during the476

implementation of another method.477

On the other hand, it may be possible to construct some θ functions478

without using arithmetic operation, which would ensure that the479

points of the reconstructed Asset are the same as those of the origi-480

nal Asset. But in this case, the available operations are more limited481

and it is possible that the Proxy can not be chosen by the user, but482

imposed by the projection technique (θ). The basis for polymorphic483

protection solutions have been laid down and it remains now to de-484

fine the most appropriate tools for protection, adapted to the context485

of use as well as tools that compare these solutions together.486
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